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Abstract: When the term ‘information superhighway’ was coined in the mid-1990s, 
it was a metaphor for both the speed with which information could be transmitted 
and accessed in electronic form, and the speed with which the technology for this 
transmission and access was changing. Optimism about increased access to and 
democratisation of information often belies the complications associated with 
internet protocol negotiations, commercialised product, rapid and often incompatible 
developments in hardware and software, and ultimately the transient and ephemeral 
nature of digitised and born-digital information. Add to this the complex technical 
issues relating to the digitised world, and it is clear that the speed of information 
technology (IT) developments along the superhighway can often lead to information 
fatalities. Part of the reason for such fatalities is the technical complications related 
to archiving and storing electronic data. However, while those on the ground wait for 
the IT technocrats to develop integrated guides and standards for the preservation 
of electronic records, important digital and born-digital records are being jeopardised 
or lost. While traditional, physical forms of record-keeping — paper, art and objects 
— may be lost due to poor preservation practices, there are nonetheless guidelines 
around their care and preservation that are clearly understood. Such guidelines 
include national and international record-keeping and archival standards, as well as 
agreed professional practices. More importantly, these guidelines are well documented 
and readily available, and they provide a good model for effective programs for the 
preservation of digitised and born-digital material that can be implemented in small 
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organisations and communities. For example, simple conservation practices relating 
to choice of materials, environmental parameters for handling and storage, filing and 
record retrieval, and physical care are all relevant for preserving digital content.

Introduction

The rollout of the National Broadband Network (NBN) has been heralded as ‘a key 
nation building project [that] will stimulate the economy and help drive Australia’s 
productivity, transform service delivery in key areas such as health and education and 
energy efficiency applications and…connect our big cities, regional centres and rural 
communities’ (Australian Government 2011). For some Indigenous communities, 
this initiative will enable access to a range of services that many other Australians 
currently enjoy. These include access to a wider range of online education and training 
programs, improved access to medical support and information, more sophisticated 
and direct marketing of art and cultural products, and much broader social networking 
opportunities. The ability to transmit cultural knowledge through the internet, and 
to preserve cultural activity, including songs, dances, storytelling and other forms of 
cultural and customary practice, through the creation of digital records is already an 
important part of community IT projects and the Indigenous media sector (AIATSIS 
2010; Christie 2005; Ormond-Parker 2009; Thorner 2010; Verran et al. 2007). 

The attraction of new media for young people makes the digital world not only 
a potent tool in content capture and delivery, but also an effective tool in cross-
generational engagement that empowers elders who want important knowledge to be 
available to youth, and empowers young people as agents in the preservation of this 
knowledge. As Inge Kral (2010:9) notes:

In one location, young men who have acquired media skills through non-formal 
training with Warlpiri Media are independently accessing film-making resources 
in the ‘old BRACS [Broadcasting for Remote Aboriginal Communities Scheme] 
room’. Here they are making music videos and cultural documentaries with 
elders, subtitling them in the local language or English, and uploading them 
onto YouTube, in tandem with creating contemporary digital artefacts for the 
community database. 

Information technology and the use of the internet enable forums and pathways for 
sharing Indigenous culture with the outside world with ‘great potential to improve 
the wellbeing of Aboriginal and Torres Strait Islander peoples and to support the 
Australian Government’s policy objectives in Indigenous affairs, in particular  
the Council of Australian Governments’ (COAG) Closing the Gap initiatives’ (Office 
for the Arts Department of the Prime Minister and Cabinet 2010:12). It provides an 
immediate, easy and relatively cheap method for producing and distributing content 
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within community, unlike other forms of cultural engagement that involve travel either 
into the community as a tourism experience, for example, or out of the community, 
such as with touring dance troupes and other forms of Indigenous cultural exhibition. 
Technology allows people to access integrated information, such as images of dancing 
with links to song series, translations and explanations, and geographical overlays, 
making the internet a very effective means for building information, knowledge and 
identity. Kral (2010:14) concludes that: 

[W]hen young people have access to resources and activities are tied to meaning-
ful community projects they are engaging as the mediators and facilitators of 
digital literacy in collaborative, participatory, intergenerational activities. These 
activities positively affirm their contemporary Indigenous identity as well as their 
‘belongingness’ to globalised youth culture. Most significantly however, these 
outcomes are demanding a reassessment of preconceptions about youth literacy 
in this domain as through these multimedia platforms young people are exploring 
and developing new multimodal forms and creative literacies.

While the uptake of these multimedia platforms is developing and expanding in 
regional and remote areas, the use of the internet and demand for broadband is 
increasing. Unfortunately, the limited coverage offered by the proposed NBN (Centre 
for eCommerce and Communications 2011) optical fibre network means that  
many Indigenous communities will remain reliant on locally situated satellite dishes. 
The Indigenous Remote Communications Association (IRCA) has called on the NBN 
‘to implement the best possible broadband solutions for remote Australia by utilising 
and extending existing terrestrial infrastructure rather than relying on satellite delivery 
as the only solution’ (Hughes and IRCA 2011:1).

This means that those managing IT content in these communities will remain 
reliant on local solutions and responses to data loss and data recovery. Requiring good 
management of content is not just a remote community issue. Good preservation 
strategies and practices for data security and disaster preparedness are critical to any 
local preservation system where only one copy of a particular record may be created.

In 2007 a report was commissioned by the UNESCO Memory of the World 
program and prepared with the support of the Australian Partnership for Sustainable 
Repositories. It concluded (Bradley et al. 2007:3):

[T]hat a functioning preservation system must consider all aspects of…digital 
repositories; Ingest, Access, Administration, Data Management, Preservation 
Planning and Archival Storage, including storage media and management 
software. Secondly, the report argues that, for simple digital objects, the solution 
to digital preservation is relatively well understood, and that what is needed are 
affordable tools, technology and training in using those systems. An assumption 
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of the report is that there is no ultimate, permanent storage media, nor will there 
be in the foreseeable future. It is instead necessary to design systems to manage 
the inevitable change from system to system. The aim and emphasis in digital 
preservation is to build sustainable systems rather than permanent carriers. 

This chapter examines the practical issues associated with preserving digital content 
that is developed and/or held within Indigenous communities across Australia. 
Regardless of national delivery initiatives such as that promised through the NBN, it 
remains the case that without addressing the increasingly complicated, unresolved and 
compounding issues around preservation, most of the historical material developed in 
digital formats in the late twentieth century and the early twenty-first may be rendered 
inaccessible and invisible to future generations. 

Effective preservation for digital content

The most effective way to ensure that digital content survives is to have a clear plan 
for both the creation and preservation of digital information. In the past, this was 
much easier. When paper was expensive and when few people were literate — for 
example, in Europe in the fifteenth century — information generally had to be seen 
to be significant before effort and expense were put to recording or preserving it. 
In societies where significant knowledge is transmitted through performance, oral 
transmission and ritual, significance was determined by elders and then maintained 
over generations. In both cases, the transfer of information relies on an informed 
assessment of its significance and context. Things are different in our digital world, 
however, where creation and transmission are much easier, and highly significant 
material can be created and transmitted as easily as twittering. This results in large 
amounts of content being created easily, but with little forethought for future use. This 
presents immense challenges (Brogan 2009). 

Digital cultural content is created in a number of ways. An object may be digitised 
to create a museum record, advance a sale, allow access to catalogue information or to 
simply share between friends. At some stage, if the object is destroyed, sold or lost, this 
digital version may be the only version of the original that is available. Other content is 
born digital as a record of cultural practice, or as a new creation. Born-digital material 
may also have versions that remain after the original version is no longer available. 
The preservation of digital content is therefore important for recording cultural 
objects and practices, and for developing new content and new ways of transmitting 
culture. Unfortunately, content held in digital formats is easily jeopardised if issues 
relating to the security of hardware, software and formats are not dealt with. In all 
areas incompatibility, obsolescence, damage, and different or irregular maintenance 
regimes can result in the loss of content. The effective resolution of these issues relies 
on managing:
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• digital content (its creation, format and archiving)
• the organisational and management environment (capacity, capability, strategies 

and policies including support from other organisations or peak bodies)
• relevant external support (for example, for training, financing new equipment and 

software)
• the provision of an up-to-date and compatible technical environment (the ability 

to access cluster systems, for example, or on a more basic level the ability to access 
appropriate IT support as needed) (Digital Preservation Europe).

In most cases, preservation issues for digital content remain the same as for any type of 
record that is worth preserving.1 First, the significance of the item has to be identified 
and tagged in a way that enables retrieval. Second, there needs to be a management 
plan to ensure that the record is preserved in accordance with a proper system for 
retrieval and use, and that the standards of preservation offered by various forms 
of back up are understood. Third, a risk management strategy needs to be in place 
to identify current and future risks to the record, and a disaster preparedness and 
response plan needs to be prepared and ready for effective activation when needed. 
Finally, the content should be preserved in line with an effective preservation strategy. 
In most cases, very little of this is presently done systematically or consistently enough 
to ensure that valuable digital records will be available for future generations. 

Content management and identifying significance

Establishing a key to significant material held in databases, in files on computers, on 
mobile phones, or other hardware enables people managing such content to identify 
what is important to preserve. Developing this information ‘hierarchy’ determines what 
information is most important, and where a particular piece of information fits with 
other information to which it relates. Without this context, content is easily lost — for 
example, when only one page from a website is captured — and, with time, there may 
be links that no longer work, which compromises the meaning of the preserved page. 

IT records are produced and transmitted in various formats, including physical 
transmission such as on memory sticks, external hard drives and CDs or DVDs, mobile 
phones and across the internet, and are modified through use, either through content 
additions or deletions, or through the need to make them compatible with other 
software. Strategies for preservation therefore need to be established when content is 
being created by identifying what is important and embedding this into production in 
the same way that hardcopy, archival quality paper and storage methods are chosen 
for critical documents. For example, records are generated as office applications 
or business-generated information systems, including word processor documents, 
spreadsheets, customer relationship management programs and financial systems; in 
online and web-based environments including intranets and public websites; as part of 
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electronic communication systems like email, SMS, MMS and videoconferencing; as 
part of creative endeavours producing music and image files, or born-digital art forms; 
or as part of research that produced, for example, records of bilingual programs.  
Yet not all of these need to be preserved in perpetuity.2

Digital technology makes it easy to create a significant document. But unless the 
content is tagged as significant at its point of creation and put in a file with appropriate 
names and pathways for access, it can easily be lost. The National Library of Australia’s 
Prometheus program provides a model for managing digitisation and format-shifting 
with appropriate metadata tagging (National Library of Australia 2009). This assists 
in decision making regarding the acquisition and updating of software and hardware, 
and is important because no matter how good the preservation strategy is for digital 
content, this content still relies on physical formats like computers, memory sticks, 
CDs, DVDs and external hard drives for access. 

Most people creating digital records have experienced the dreaded silence 
that accompanies a hard disk crash, or the frustration of trying to access a file that 
simply refuses to open in an incompatible software program. Such experiences are 
compounded by marketplace competition and the constant release of new versions 
of hardware and software. Unfortunately, despite some specific projects like the 
document capture archive Pandora or the digital search archive Trove, and some very 
specific software such as Time Machine, the process of how best to archive digital 
records is usually reliant on locally designed information management systems.

A collection management plan is a critical document. It should include a Record 
Retention Schedule (Patterson 2011), as well as an assessment of the physical 
environment in which the records are kept, as described in the risk management 
assessment and strategy section below.

Some useful documents that discuss digital collection management can be found 
at the International Federation of Library Associations and Institutions website.3 In 
particular, Guidelines for a Collection Development Policy Using the Conspectus Model 
(IFLA 2001) still provides a good overview of the decision-making process relevant 
to good management of digital content. The International Association of Sound 
and Audiovisual Archives provides a number of useful documents, including The 
Safeguarding of the Audio Heritage: Ethics, principles and preservation strategy (IASA 
Technical Committee 2005) and Guidelines on the Production and Preservation of Digital 
Audio Objects (IASA Technical Committee 2009). 

Systems for retrieval and use

Proprietary software and hardware

For information that is born digital, successful preservation strategies are aimed at 
being able to continue to transfer information across generations. The format of digital 
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content creation and storage (that is, the software and the hardware in which content 
is created, stored and accessed) raises issues of compatibility and longevity. Ensuring 
compatibility within the various types of software and hardware when content is 
created and stored, as well as between software and hardware when content is being 
shared or transferred, is often difficult, and sometimes impossible. 

Computer hardware reaches a point of obsolescence relatively quickly, and up-
grading software can become a complicated process involving increased expenditure 
and retraining. This poses a number of critical preservation issues. Having programs 
that have been unevenly upgraded or shifting information to new IT equipment may 
mean that even records created at the same time may have poor interoperability. 
The failure to maintain software updates may increase incompatibility, and the risk 
increases with each new product update. In addition, some formats are not suitable  
for the long-term retention of information. For example, jpg files are ‘lossy’, meaning 
that they lose information every time the file is opened and saved until they are no 
longer readable and the image is no longer visible (Fulton 2010).

The speed at which technology is changing poses considerable problems for 
anyone wanting to build an effective archive system. The relatively immediate changes 
in computer technology mean that most computer hardware has a lifespan of between 
two and five years. After this, the technology is superseded, and it becomes difficult 
to access support to maintain the hardware (Kyrnin 2011). This may result in the loss 
of information that is migrated from one device to another. The National Museum 
of Australia’s Digital Preservation Policy identifies the importance of ensuring that 
digital files remain ‘authentic and traceable to the original via metadata stored with 
the digital copy’ (National Museum of Australia 2009:6–7).

Format-shifting describes the process of ‘copying content from one technological 
format to another’ (Smartcopying 2011). Migration is the act of moving data 
between storage devices and storage systems. Every time a piece of information is 
reformatted or migrated there are risks. Format-shifting and migration are useful to 
avoid ‘economic lock-in’, whereby old formats require the maintenance of old forms 
of software and hardware. They avoid issues of exclusion and incompatibility over the 
longer term, for example, in having to pay for the upkeep of equipment that is out of 
date. However, new formats also present economic limitations when they are shifted 
to commercial software programs that may not be maintained over the longer term. 
Decisions about initial software formats should therefore include considerations of 
the ability to copy content across various formats over a long period, and the ability 
to upgrade to new formats or programs as required. Content produced with programs 
that are not freeware, or with freeware that is not supported over the longer term, is 
susceptible to changes in the commercial market, such as increased pricing, locking 
into later versions of software that may no longer deliver what is needed or may no 
longer be compatible with the hardware that supported the initial program, or simply 
the closure of the company that developed and delivered the software. 
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An ‘interoperability framework’ is often claimed as a method for avoiding the 
issues raised by software incompatibility (Australian Government 2006). This involves 
sharing infrastructure, streamlining systems across organisations and collaborating for 
delivery of content, but begs the question of what is useful at the local level where there 
may be, at best, one computer, an external hard drive, a memory stick and a packet 
of DVDs. Resources across communities are not the same, and while one community 
may be able to afford to be part of an interoperability framework, another simply may 
not have the human or financial resources. 

One strategy to deal with the vagaries of software has been the development of 
data ‘clustering’. This refers to a process of using more than one server to support 
a software application, thereby increasing ‘all of the necessary capabilities for 
applications to achieve the maximum possible availability, reliability, scalability and 
performance’ (Oracle 2011:1). By ensuring that an application is running on more 
than one server, any issue with one of the servers is automatically accommodated 
by the operations of other servers. Programs have been developed to allow an 
application ‘to share, coordinate access to, update and receive modification events for 
critical runtime information across all of the redundant servers’ (Oracle 2011:1). The 
success of clustering depends on continued organisational and infrastructure support, 
and requires a substantial organisational commitment. The fact is that few, if any, 
Indigenous organisations have the resources to deliver this type of support, which is 
perhaps best managed by peak or industry bodies.

Storage devices 
Digital storage media such as computer hard drives, memory sticks, CDs and DVDs 
are physical objects, and therefore content stored in them is subject to the same kinds 
of impacts as any other physical record. Heat, moisture, physical damage and poor 
manufacturing standards, to name only a few, all affect the longevity and accessibility 
of the digital record. 

Backing up data stored on hard disks using external drives, memory sticks and 
CDs or DVDs is thought by some people to be a preservation strategy. But these are 
not suitable for archival quality storage. In addition, some discs are more susceptible 
to environmental changes than others. ROM discs have an aluminium layer, which can 
corrode in adverse conditions. Recordable discs such as CD-R, DVD-R and DVD+R 
discs use gold, silver or a silver alloy for the reflective layer instead of aluminium.  
Gold provides the most secure layer, as it will not corrode, but is expensive. Silver is 
more reflective and cheaper than gold but is susceptible to corrosion. R discs use an 
organic dye-based layer for recording data. They cannot be erased by CD or DVD 
drives. However, the organic dye used in their data layer degrades over time. RW and 
RAM discs are generally not considered for long-term or archival use. Rewritable discs 
use a metal alloy film for recording data and aluminium for the reflective layer. The 
alloy film is not as stable as the dye used in R discs and normally degrades at a faster 
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rate, and the polycarbonate layer or the hard lacquer layer that coats the side with the 
label and along the edge of discs is also susceptible to damage. Assessment of various 
types of discs indicates that under recommended storage conditions CD-R, DVD-R 
and DVD+R discs should have a life expectancy of 100 to 200 years or more, whereas 
CD-RW, DVD-RW, DVD+RW and DVD-RAM discs only have a life expectancy of  
25 years or more.4 Anywhere from 20 to 100 years is predicted for CD-ROM and 
DVD-ROM discs, so the security of any data stored in these formats is uncertain. 
Rises in temperature of ten degrees Celsius will double the deterioration rate of the 
DVD and halve its life expectancy (Byers 2003).

Memory sticks and memory cards can be damaged physically, and memory 
sticks also have a limited number of times they can be used. The number of reuses 
is increasing with advancements in manufacturing, but these should not be used for 
preservation of important content. At present, the most successful back up is on an 
external hard drive stored in a different location to the main storage device, usually  
a computer, with hard copies kept of any important documents. 

Risk management assessment and strategy

A risk management plan assists in identifying what content may be at risk and whether 
the risk is:

• an immediate impact, which is usually clearly evident immediately, and rapid 
responses may enable an appropriate remedial action

• long term, severe and ongoing, which is usually clearly evident as the damage is 
occurring with the opportunity to take remedial action

• long term, minor and incremental, which is usually not clearly evident until it 
becomes severe, and often when it is too late to undertake remedial action.

Most risk to digital material is long term, minor and incremental risk. Often, material 
in digital archives is not checked regularly and often not until it is required or when 
issues arise with the main data storage facility, which is usually the hard drive of a 
computer or a server.

In order to deal with these threats, it is necessary to consider where the vulnerabilities 
exist for digital records. Despite the fact that we think of the digital world as a virtual 
world, the reality is that all digitised and born-digital content is dependent on physical 
objects for its existence. The various methods for data preservation all rely on the  
capability of the system to retain and maintain content. Despite an emphasis on  
the virtual nature of digital record keeping, anyone who has woken up to find that 
their hard disk has crashed knows that even born-digital data is reliant on the vagaries 
of materiality. 
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The environment

The environmental impacts5 on computers, hard drives, storage devices and discs 
may include:

• light
• temperature
• relative humidity
• pollution and contamination.

The quality of materials and method of manufacture are keys to how digital content 
storage media will survive. For example, oxygen is a highly reactive gas and is given 
off, in its most reactive form, from office printers and photocopiers. Oxygen and other 
pollutant gases will react with the aluminium layer on ROM discs, which corrodes, 
losing its reflective qualities and becoming dull. Circuitry in computer hard-drives can 
be similarly affected. In moist environments, oxygen and various airborne pollutants 
bond with the moisture in the air, and can migrate through the polycarbonate layer 
or the hard lacquer layer of a CD label side and edge, or affect metal in circuitry. One 
type of pollutant gas, sulphur dioxide, will react with moisture to form sulphuric acid. 
On a disc, penetration is easier through scratches, cracks or delaminated areas in the 
label. If discs are poorly manufactured, oxygen can be trapped inside the disc during 
manufacture. The life expectancy of a ROM disc or a hard-drive system therefore 
depends on the quality of its manufacturing and the environmental conditions to 
which it is exposed over time. As with most material, it is best to keep equipment  
and storage devices in a dry, cool environment away from light, heat, and moisture- and  
gas-producing equipment like kettles, photocopiers and printers. Writing on discs  
and cleaning them should also be done with caution as inks, solvents and pollutants 
have the potential to penetrate the disc surface creating deformations, discolouration 
and corrosion. Such damage causes permanent problems for laser readers (Byers 2003).

Prolonged exposure to ultraviolet (UV) light, with natural daylight being a potent 
source of this, can degrade the dye properties and eventually make the data unreadable. 
Leaving a disc on a desk that receives sunlight for even part of the day is therefore 
likely to jeopardise any data stored on the disc. Apart from the UV light and visible 
light, the build up of heat within the disc, as caused by sunlight or close proximity to 
heated light sources, will also accelerate dye degradation and affect delicate circuitry. 
Manufacturers claim that CD-R and DVD-R discs have a shelf life of five to ten years 
before recording, but no expiration dates are provided on the disc packaging, nor are 
there published reports of tests to verify these claims (Byers 2003).

The component parts in memory sticks and external hard drives should be 
protected in the same way as discs by avoiding high humidity, heat and pollutants; 
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ensuring that they are properly stored and handled; and, most importantly, not relying 
on them alone for backing up.

Disaster preparedness and response

The benefits and risks associated with travel on the information superhighway are 
complementary, but risks will increase as new forms of digital content capture and 
distribution are developed, such as the G3 and proposed 4G mobile phone networks 
(Table 1).

Table 1: Benefits and risks and remediation

Benefit Risk Remediation

Mobility Loss and theft. It is easy to steal, 
lose or damage one computer, a 
mobile phone, a disc or a memory 
stick.

Security practices for hardware. 
Back-up copies held at distance 
from the main hardware.

Speed of data 
acquisition

Inability to manage accumulated 
data. It is easy to accumulate data 
without having the time to tag it or 
sort it adequately.

Establish metadata systems when 
filing systems are established. Be 
rigorous in timely and appropriate 
storage.

Large storage 
capacity

One event catastrophe. Large 
amounts of information in one, 
portable storage facility.

Clustering, back-up copies held at a 
number of locations.6

Ease of 
duplication

Leading to complacency about the 
need to check the condition of saved 
and stored records.

Regular assessments of both 
‘master’ files and records, and 
copies. Ensure copies are updated 
when master records are format-
shifted or upgraded.

In the digital world there are a number of actions that help manage risk. When 
creating content, identify the metadata and define the family of information this fits 
into. Is the file an office record or a social document, and how long will it need to be 
available? Some official records, like tax-related invoices, for example, have legislative 
requirements that govern how long they need to be retained. Thinking about how a 
record will be used when it is being created helps with naming and filing it. Proper 
filing requires a location pathway to enable ease of retrieval, facilitate recovery and 
identify other material that contextualises the information that has been created or 
stored. The National Archives of Australia (NAA) has a series of documents that can 
assist with record management and the principles are the same for hard copy as they 
are for digital records. The NAA website sections on ‘Create, capture and describe’, 
‘Keep, destroy or transfer’, ‘Secure and store’ and ‘Digital preservation planning’7 
provide useful information relating to the various requirements for digital content 
creation, maintenance, access and preservation.
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When downloading content, check the condition of the hardware that holds the 
information, and whether it needs to be upgraded. Assess how old it is, and whether 
it is likely to be damaged through an inappropriate location such as sitting in a dusty 
or hot environment. Make sure there are suitable back-up strategies to preserve the 
information once it has been downloaded onto the main computer or storage device. 
Check the condition of the information on devices like computers, memory sticks, 
discs and mobile phones regularly to make sure it is in good condition, and whether it 
is stored in formats that will deteriorate. For example, make sure images are stored as 
tiff, rather than jpg, files.

Identify significant information that needs to be kept. For this kind of information, 
ensure that copies of the original record have been created and are used in preference 
to the original, and that archival copies have been made and are stored away from the 
original record. Information on disaster preparedness and response can be found on 
the Collections Australia Network (2005) website. 

Preservation strategies and actions

In the United States the Northeast Document Conservation Center provides useful 
leaflets about preservation strategies and actions.8 A strategy should include emphasis 
on making and managing content effectively, for developing work areas that ensure 
data is safe while it is being developed and used, ensuring that the materials used 
for content storage are suitable, providing the right environment for storing digital 
records, and being able to handle digital records safely.

Tips for good digital data collection management

Content development and management strategies

• Provide a manual that outlines the creation, data management and preservation 
policy for the organisation, and update this as part of the strategic plan and 
business planning process.

• Ensure software updates are provided for copies stored on other devices (for 
example, if archived copies are stored elsewhere on disc or hard drives).

• Produce a hard copy on archival-quality paper for any highly significant documents. 
This remains the most secure preservation method.

• Keep virus prevention software up to date. 
• Back up in at least two locations and do not store the back-up disc in the same 

room (preferably not in the same building) as the main computer.
• Label the storage device so it is recognisable and can also be returned to you in 

event of loss (use a permanent non–solvent based marker — you can buy special 
pens that are suitable).
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• Buy storage devices as you need them as their lifespan reduces from the time they 
are manufactured, not the time they are first used.

• The condition of a digital record is no different to any other record. To be useful 
it must contain the information that was present when it was created; this includes 
metadata and methods for tracking any changes that have been made to it.

• Be aware of new trends in digital preservation. This is probably best done by peak 
bodies, so the establishment of co-ordinated national preservation policies for 
Indigenous content remains an overriding concern. 

Strategies for data-safe work areas

• Work in an area that is well organised with proper storage systems (boxes for discs, 
covers for memory sticks, external hard drives and computers). Cover items or put 
them away when not in use to ensure that dust does not affect them.

• Where there is a possibility that water can enter above the work and storage area, 
place a plastic cover over the items. 

• Do not have computers near electric kettles, heaters or other heat- or moisture-
producing equipment.

• Check and remove items that can cause disasters such as overloaded power points, 
and if possible ensure surge protectors are fitted to power supplies.

• Never leave computers on during an electrical storm.
• Ensure good ventilation with the use of fans or cross airflow. Maintain a stable 

temperature in areas where computer equipment and storage devices are kept. 

Ensuring proper materials for storage 

• In hot, humid environments use cloth covers rather than plastic.
• Do not use sticky labels or pressure sensitive tape for labelling directly onto a disc 

or other storage items. Most pressure sensitive adhesive will cross-link, become 
brittle and lose its grip with time.

• Do not label discs with spirit pens, particularly permanent markers. 
• Ensure storage materials are chemically inert (do not use polyvinylchloride plastics; 

rather, use polyethylene). 

Providing the right environment for storing digital records

• Avoid extremes of heat, cold and humidity.
• Avoid dusty and polluted areas for using computers and storing CDs, memory 

sticks and external hard drives (polluted areas include near equipment that gives 
off ozone, such as photocopiers and printers).

• Avoid magnetic fields, which can disrupt the operation of the disc. Do not place 
storage devices, including discs, memory sticks and external hard drives, close to 
television sets, video cassette recorders, DVD players, telephones and radios, and 
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do not store on or next to computers. For the same reason avoid vacuuming near 
storage devices.

• Avoid leaving storage devices in direct sunlight or enclosed spaces where the sun 
heats up the environment (cars, for example), and avoid exposure to high UV 
(fluorescent lights).

• Make sure that external discs and devices are ejected in accordance with instruc-
tions for safe removal. 

• Unplug external devices when not in use to avoid power surges affecting them.
• Always store external devices in protective coverings and keep a cover on computers 

when they are not in use.
• A report prepared for the National Institute of Standards and Technology in the 

United States recommends temperature of less than 20 degrees Celsius and greater 
than 4 degrees Celsius and relative humidity of 20 percent to 50 percent for the 
storage of CDs and DVDs, with optimum conditions for long-term storage being 
18 degrees Celsius and 40 percent relative humidity, and a lower temperature and 
humidity for extended-term storage (Byers 2003).

• Never store anything of value directly on the floor. Always raise the item (storage 
boxes, computers, for example) off the floor on blocks in case of flood (which 
can include air-conditioners leaking, toilets overflowing and other domestic 
catastrophes). 

Safe handling of digital records
• Do not touch the surface of the discs and if they get dirty clean them with CD/

DVD-cleaning detergent or solvents that are recommended by the manufacturer.
• When cleaning, wipe with a recommended cloth (soft clean cotton will do but 

make sure it is lint free) from the inside of the disc to the outside in a straight line, 
not in a circle around the disc.

• If dust is embedded in a memory stick, use a photographic puffer to clean it.
• Do not use sticky labels or pressure sensitive tape on discs. 

Policy — limitations and failures

A survey of preservation policies relating to IT suggests two dominant themes. The 
first is an interest in the economic benefits of IT, and the second is an interest in 
issues of equity and enablement that is provided by access to the internet. These 
themes are underwritten by statements about the need to balance inequalities in 
current IT resourcing and to build future capacity.9 However, there is little mention 
of the complexities of ensuring intergenerational retention or the longevity of this 
informa tion. The NAA digital recording guidelines, developed in 2004, provide useful 
information, but they are aimed at Australian Government agencies (National Archives 
of Australia 2004). Digital Preservation Europe’s European Quarterly Preservation 
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Digest identifies a number of preservation programs, including Digital Repository 
Audit Method Based on Risk Assessment (DRAMBORA), Sustaining Access 
through Multivalent Heritage Archiving (SHAMAN), Cultural, Artistic and Scientific 
Knowledge for Preservation, Access and Retrieval (CASPAR), Preservation and 
Access through Networked Services (Planets) and the Living Web Archives (LiWA).10

The point is often made in policy documents that the digital world is an enabler 
in the way that more traditional information pathways are not. Software packages 
that link to mobile phones for at-distance health assessment are only one example 
of the ways in which the internet supports new types of access. For records of any 
significance, however, access is not just about immediacy, but must also be about 
longevity. 

Using a term like access requires some explanation according to Kevin Bradley 
(2007:154–5), who notes that: 

It is not only about the ability to find and retrieve an item, but also the ability to 
use, view, listen to, interact with, display, or run the digital item in such a way that 
users can be assured that what they are viewing satisfies their needs. This may, for 
example, be a requirement to see exactly what the creator originally intended, the 
identical look and feel, or it may be the ability to find and interrogate the same 
data, or simply to be able to read the same text.

The question is how individuals and communities can ensure that what they create 
now can be preserved for those for whom it may have value in the future. The future 
can mean tomorrow, five years, 25 years or five generations (Woodyard 2000). How do 
we ensure that what was intended by the original creator is preserved? 

E-inclusion and inbuilt inequality

Dealing with inequalities in resourcing is clearly one issue. On the information 
superhighway the pace is so fast that keeping up with technological developments 
requires consistently high levels of investment, both intellectually and financially, not 
to mention issues relating to skill development. For a worker in an art centre in a 
remote Aboriginal community, the time needed to develop IT skills that will enable an 
understanding of latest software and hardware operability, and to ensure that relevant 
archive practices are being followed, may simply not be available. There is also little 
point in building complex data capture, storage and retrieval systems if those using 
them cannot understand them, or do not have access to the relevant infrastructure 
or training. E-inclusion is not simply a matter of enabling access. For some records 
that contain content of value to Indigenous peoples, inappropriate access can be more 
problematic than no access (Wright and Wadhwa 2009). Ensuring appropriate access 
to archives over the longer term is also an issue.
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If communities and individuals do not have the capacity to save their records,  
then in the longer term the information that relates to them will be patchy and, as a 
result, lack the significance of more coherent, properly contextualised data. The result 
is that the preservation of much of Australia’s digital record is, at best, a fragmented 
activity and, at worst, may become a disaster that will wipe large sections of the record 
of the late twentieth and early twenty-first centuries from existence. The concern is 
that what will be missing will reflect current social inequalities, and will be determined 
by gender, age, economics, geographical location and access to training.

Future directions

A final concern relates to material that is held in language centres, keeping places 
and art centres. Much of this material has not been digitised, and has not even been 
properly catalogued or recorded. Managing this is simply beyond the resources of 
small, remote, under-resourced communities. In this respect, large amounts of material 
that have recently been generated, or are currently being developed, in Indigenous 
communities are currently under threat. E-exclusion is engendered by both socio-
economic and demographic variables that include gender, language and age, as well 
as purchasing power and geographic location. There is little point in building complex 
data storage and retrieval systems if large sections of the population do not have access 
to the relevant infrastructure or training. Most importantly, there is a real danger that 
vast amounts of Australia’s digital heritage will be lost within five to ten years, when 
obsolescence, incompatible formats, natural disasters and poor housekeeping render 
this material inaccessible. 

National co-ordination is required to ensure that important content held locally 
is identified, digitised and backed up safely. Developing best practice in record 
management and digitisation for Aboriginal communities requires support in 
policy, strategy, training and infrastructure provision. This is a job for governments 
at all levels, professionals with necessary skills, training providers and custodians to 
work together to ensure collaboration and co-operation between national and state 
collecting organisations in Australia. Issues of copyright and intellectual property need 
to be understood and assessed. Protocols need to be developed at the community 
level, and then integrated into institutional and government programs. This will 
involve the incorporation of the rights of Indigenous Australians into the development 
of a national model. As Bradley (2007:158) notes, ‘[d]igital preservation, if it is to 
be sustainable, is an economic issue, one that advocates investment in the present  
to ensure access in the future.’ Bradley (2007:159) goes on to state that:

The requirements of ongoing sustainability demand a source of reliable funding, 
necessary to ensure that the constant, albeit potentially low-level support for the 
sustainability of the digital content — and its supporting repositories, technologies, 
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and systems — can be maintained for as long as necessary. It is not too strong to 
say the biggest single risk to sustained access to digital information is economic.

The tragedy is that, in many Indigenous communities, content is being created today in 
the belief that this information and knowledge will be available for future generations, 
but without proper archive and preservation strategies this may not be the case. 
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Notes

1. For a discussion of digital preservation, see Digital Preservation Europe (http://www.

digitalpreservationeurope.eu/). 

2. For a more comprehensive list see National Archives of Australia 2004:13–14. 

3. Available at <www.ifla.org/>.

4. An accelerated aging study at the National Institute of Standards and Technology 

estimated the life expectancy of one type of DVD-R for authoring disc to be 30 years if 

stored at 25 degrees Celsius (77 degrees Fahrenheit) and 50 percent relative humidity. 

For further details see Chapter 4 in Byers 2003.

5. See the reCollections: Caring for collections across Australia documents (available on the 

Collections Australia Network website at <www.collectionsaustralia.net/sector_info_

item/3>) for information about the best environmental conditions for the care of 

materials. 

6. On clustering see Oracle 2011.

7. Available via the ‘Managing your agency records’ page of the NAA website at <www.

naa.gov.au/records-management/agency/index.aspx>.

8. See the ‘Resources: Preservation leaflets’ page of the Northeast Document Conservation 

Center website at <www.nedcc.org/resources/leaflets.list.php> for useful links.

9. See Department of Finance and Administration 2006. Also see Australian Government 

2010.




